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_ Blocking, hiding, logging
and/or forwarding network
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_ Access control
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connectivity
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MSS Managed Firewall / VPN Services

CGI MANAGED SECURITY SERVICES — MANAGED FIREWALL/VPN SERVICES

As a leading and fully functional managed security services provider (MSSP), CGl
offers a breadth of service options that are customized to meet your unique business
requirements. We call this our building block methodology—adapting and
customizing our managed security service lines to best meet your security objectives.

CGI's MSS Managed Firewall/VPN service is an Industry leading firewall solution that
will form the foundation of any security solution, providing a comprehensive gateway
to a client’s network, with effective protection and functionality.

A firewall is a system or group of systems that enforce an access control policy
between two networks. The actual means by which this is accomplished can vary. In
general, the firewall can be thought of as a pair of mechanisms: one, which exists to
block traffic, and the other, which exists to permit traffic. Some firewalls place a
greater emphasis on blocking traffic, while others emphasize permitting traffic or
detecting anomalous or malicious traffic directed at a client’s firewall the benefits are
many.

You will be able to:
e Access control between the internal network and un-trusted networks.
e Block unwanted traffic.

e Hide system names, network topology, network device types, and internal user
ID's from the Internet.

e Provide more robust authentication than standard applications.
e Select from IPSEC or SSL VPN Connectivity.
e Log and forward traffic.

As an integral part of the CGI Managed Security Services Security Operations Center
(CGI MSS SOC), the CGI Computer Incident Response Team (CGl CIRT) provides
24x7 services and support that includes monitoring network traffic and anomalous
activity.
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